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Why Zero Trust is important?

3. Assets increasingly leave the network
• BYOD, WFH, Mobile, and SaaS

4. Attackers shift to identity attacks
• Phishing and credential theft

• Security teams often overwhelmed



Zero Trust

Simplify

Integrate

Automate

Consolidate



Microsoft Zero Trust Principles

To help secure both data and 

productivity, limit user access using

• Just-in-time (JIT)

• Just-enough-access (JEA)

• Risk-based adaptive polices

• Data protection against out of 

band vectors

Always validate all available data 

points including 

• User identity and location

• Device health

• Service or workload context

• Data classification

• Anomalies

Minimize blast radius for breaches 

and prevent lateral movement by 

• Segmenting access by network, 

user, devices, and app awareness. 

• Encrypting all sessions end to 

end. 

• Use analytics for threat detection, 

posture visibility and improving 

defenses

Verify explicitly



Spans on-premises & 
multi-cloud environments

https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal


Basic network monitoring for unmanaged 
devices (BYOD, partner devices, events, etc.)

Monitored network for validated devices to communicate 
peer to peer (patching, collaboration, etc.)

Spans on-premises & multi-cloud environments

Provided by someone else

https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal


Basic network monitoring for unmanaged 
devices (BYOD, partner devices, events, etc.)

Monitored network for validated devices to communicate 
peer to peer (patching, collaboration, etc.)

Provided by someone else

Azure AD App Proxy
Beyond User VPN

Spans on-premises & multi-cloud environments

https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal


Low Impact IoT/OT 
Printers, VoIP phones, etc.

Basic network monitoring for unmanaged 
devices (BYOD, partner devices, events, etc.)

Monitored network for validated devices to communicate 
peer to peer (patching, collaboration, etc.)

Provided by someone else

Azure AD App Proxy
Beyond User VPN

High Impact IoT/OT
IoT/OT With Life/Safety Impact

Spans on-premises & multi-cloud environments

https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal


Sanctioned and 

Managed Services

Internet and 

Unsanctioned/Unmanaged Apps
Private and Managed in 

the cloud or on-premises

Managed devices

Unmanaged devices

BYOD

Strongly managed identities

Managed identities

Anonymous and Consumer 

identities 

MFA User Admin

PartnerUser

Adaptive 

Access Control

Business Critical 
Segment(s)

Sensitive Business 
Units/Apps

Low Impact IoT/OT 

Printers, VoIP phones, 
etc.

High Impact IoT/OT

IoT/OT With Life/Safety 
Impact



Zero Trust User Access

Security & 

Compliance 

Policy Engine

Conditional Access App Control

https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/information-protection/get-started/requirements-applications
https://docs.microsoft.com/en-us/information-protection/get-started/requirements-applications
https://blogs.technet.microsoft.com/enterprisemobility/2015/09/08/sealpath-brings-rms-protection-to-autocad/
https://blogs.technet.microsoft.com/enterprisemobility/2015/09/08/sealpath-brings-rms-protection-to-autocad/
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/azure/active-directory/saas-apps/tutorial-list
https://docs.microsoft.com/azure/active-directory/saas-apps/tutorial-list
https://docs.microsoft.com/azure/active-directory-b2c/
https://docs.microsoft.com/azure/active-directory-b2c/
https://docs.microsoft.com/azure/architecture/reference-architectures/aws/aws-azure-ad-security
https://docs.microsoft.com/azure/architecture/reference-architectures/aws/aws-azure-ad-security
https://cloud.google.com/architecture/identity/federating-gcp-with-azure-active-directory
https://cloud.google.com/architecture/identity/federating-gcp-with-azure-active-directory


Endpoints

Identities

Network

Applications

Infrastructure

Data

Microsoft
Azure AD

Microsoft
Defender
for Identity

Microsoft
Information 
Protection

Microsoft
Defender for 
Cloud Apps

Microsoft Sentinel

Microsoft
Defender

Microsoft
Endpoint 
Manager

Posture Management

Microsoft
Defender for 
Cloud



Business Strategy and Organizational Culture – Shapes Zero Trust Strategy and Priorities

Zero Trust Core Principles

Organizational Value and Risk

Security Controls

Technology

1. Modern work enablement

2. Goal alignment 3. Risk alignment

8. Asset-centric security 9. Least privilege

10. Simple and Pervasive

11. Explicit trust validation

Guardrails and Governance

4. People Guidance and Inspiration 

5. Risk & Complexity Reduction

7. Security for the Full Lifecycle 

6. Alignment & Automation



Identity

Microsoft

Entra

Security Compliance Privacy Management

Microsoft  

Defender

Microsoft

Sentinel

Microsoft

Purview

Microsoft

Priva

Microsoft 

Endpoint 

Manager

Product categories



Thank you!

http://aka.ms/security

http://aka.ms/security

